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Abstract 
Technology has become a vital component for organizations. Therefore, it is necessary to ensure quality and efficient IT 
solutions in order to meet the expectations of the business areas. In this scenario, we have realized the need to align the 
technology areas of management practices with organizational strategies and thus ensure the availability of solutions. This 
paper aims to propose a model to optimize the decision-making of the problem management process based on the best 
practices proposed by the ITIL (IT Infrastructure Library), using the concepts of a multi-criteria methodology. The model 
suggests the prioritization of problems that cause a most negative impact on the business of an organization, in order to 
reduce or prevent damage. 
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1. Introduction 
With the rapid evolution of technology in recent decades, the IT departments of organizations have become 
highly demanded and charged for services with higher quality, performance and availability. Thus, there have 
been several offers and models of service delivery to the most diverse IT activities. Furthermore, it is 
noteworthy that models applied to the management of IT service operations have emerged in recent decades 
with the spread of quality frameworks, IT management and governance, including: the ITIL (IT Infrastructure 
Library), the COBIT (Control Objectives for Information and related Technology) and the PMBOK (Project 
Management Body of Knowledge). These models are quite complex and focused on different critical points: 
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the COBIT contains a model for governance and management of IT organizations and has a focus history on 
audits. It is even a reference to some of the other models; the PMBOK covers the processes necessary to 
conduct projects and it also suggests the ITIL best practices for IT infrastructure operations. 
There is not a model that fully meets the critical success factors for the management of technology services. 
There is a need to combine the practices suggested in accordance with the reality of each company in order to 
meet a demand for IT solutions that require processes increasingly integrated and efficient. Moreover, the ITIL 
(IT Infrastructure Library) [6] defines the IT Service Management (ITSM) as "the implementation and 
management of quality IT services in order to meet business needs." The ITSM is made by the IT areas of the 
companies or by the IT service providers, through the appropriate mix of people, policies, processes and 
technologies. These points need to be fully aligned with the strategy of organizations to ensure the availability 
of IT solutions to meet business expectations. 
The areas of IT organizations need to better define the processes that are part of the entire life cycle of the 
services provided and there is a fundamental importance of the processes that operate on the failures of the IT 
infrastructure which supports the solutions. Timely and assertive action will make a difference in the time the 
services will be degraded or halted. On the other hand, the reality of the IT environments of organizations is 
that of numerous failures due to the diversity of hardware and software solutions that support the business 
demands. There is also a constant need for updates, patches, upgrades and deployments of new solutions that 
ultimately generate problems. 
The problem management process is designed to not only diagnose the causes of faults occurred and correct 
them in order to optimize the impact, but also act proactively to eliminate recurrences, or even avoid them. 
However, the decision-making process of which problems to act on and in what order of priority, so as to 
optimize the impact to the business and ensure greater availability of the services is very complex. In Section 2 
the problem management process proposed by the ITIL methodology is described by focusing on the activity 
that requires a decision-making process for prioritizing the problems. The multi-criteria methodology is 
detailed in Section 3, showing how it can be applied in the context of decision-making in the problem 
management process. Section 4 reports how the study was conducted. Finally, sections 5 and 6 present the 
proposed model and a case study to validate it, respectively. 
2. Problem Management 
The ITIL (Information Technology Infrastructure Library) is a framework for IT Service Management, 
developed by the OGC (Office of Government Commerce) of the English Government in the late 80’s. The 
ITIL has established in the market as the best practice for Management IT services. However, between 2007 
and 2008, the current version, the ITIL® V3, was launched with a development in its organization, considering 
all the processes of the previous version, but organizing them in life cycles containing five phases. Moreover, 
in 2011, the intellectual property rights of the ITIL® were transferred from the OCG to the Cabinet Office. In 
the same year, it had its content revised and the ITIL® V3 2011 edition was generated. 
The ITIL version 3 proposes the concept of service life cycle containing stages, each with different goals, as 
follows[6]: 
− Service Strategy - SS: tounderstand the company's strategy and define how IT services will meet the 
strategic objectives of the organization; 
− Service Design - SD: toguide the design of IT services to ensure service quality, customer satisfaction and 
the cost-benefit relationship of the services provided; 
- Service Transition - ST: toguide the development of resources for the creation of new services or services 
in IT operations and ensure that they meet the business needs according to the "strategy" and "design" of the 
services; 
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− Service Operation - SO: toprovide guidance on how to achieve effectiveness and efficiency in the 
delivery and support of services, to ensure the value expected by the customer and meet the strategic goals of 
the company; 
− Continual Service Improvement - CSI: toidentify results and advise on the improvement of services by 
joining forces with the Strategy, Design, Transition and Operation Services phases in order to create and 
maintain the value of services. 
 
Figure 1: The ITIL service lifecycle [6] 
The processes and functions proposed by the ITIL® V3 2011 edition for each stage of the service lifecycle, 
as shown in figure 1, are: 
- Service Strategy: Strategy Management Process for IT Services;Financial Management Process for IT 
Services; Service Portfolio Management Process; Demand Management Process and Management of the 
Relationship with the Business Process; 
- Service Design: Design Coordination Process; Service Catalog Management Process; Service Level 
Management Process; Capacity Management Process; Availability Management Process; Management of IT 
Service Continuity Process; Supplier Management Process; 
- Service Transition: Planning and Transition Support Process; Change Management Process; 
Configuration and Service Asset Management Process; Knowledge Management Process; Release and 
Deployment Management Process; Validation and Service Testing Process and Changes Evaluation Process. 
- Service Operation: Event Management Process; Incident Management Process; Request Fulfillment 
Process; Access Management Process; Problem Management Process; Service Desk Function; Technical 
Management Function; IT Operations Management Function and Application Management Function. 
- Continual Improvement of Service: Seven Steps to the Improvement Process 
Each stage of the service lifecycle in the ITIL adds value to the business. It is in the Service Operation that 
plans, designs, and optimizations are executed and measured. In the customer’s view, it is in the Service 
Operation that the real value is realized. Service Operation is the guide to achieve efficiency and effectiveness 
in the delivery and support of services, adding value for the customer. The strategic objectives are realized 
through Service Operation, making it a critical capability, for it is in the operational day to day that events that 
may adversely affect the quality of service occur. The main objective of this phase is to manage and deliver 
services to the business users and customers at the levels of the agreed services and continuously manage the 
technology used to deliver and support the services. 
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Problem Management aims to prevent the occurrence of failures, optimize the impact of those which could 
not be avoided and eliminate their recurrence. These activities are twofold: a proactive one, seeking to avoid 
failures that may arise; and a reactive one, which acts to identify the cause of incidents and solve them in the 
shortest time possible. The flow diagram in Figure 2 below shows the activities of the reactive Problem 
Management Process. It begins with the detection of the problem, which may happen in many different ways. 
After being detected, the problem is categorized and prioritized so that the Investigation and Diagnosis Process 
can begin. Problems need to be categorized and prioritized, and these are complex activities that require 
accurate information of the problems and their impact on business. The categorization should follow the 
concepts used in the Incident Management Process to facilitate the analysis. 
 
Figure 2: Problem management process flow [5] 
 
Although Incident Management and Problem Management are separate processes, they are connected. The 
main differences between them are that: the Event Management Process focuses on the rapid recovery of the 
service, without any structured investigation to detect the real cause of the failure, and Problem Management 
concentrates on the identification of the root-cause of the failure and on the development of a proposal to 
permanently remove it off the IT infrastructure. For quality and efficient prioritization of problems, the 
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decision-making must be based on accurate and reliable information. The ITIL suggests that prioritization be 
based on impact and urgency criteria.  
Figure 3 shows the flow of the Problem Prioritization Management Process and its respective application, 
with a multi-criteria approach for the decision-making. 
 
 
Figure 3: Multicriteria support in decision-making 
3. The Multi-Criteria Approach 
We are constantly faced with the need to make decisions, when it comes to technology infrastructure 
environments. Failures of the most diverse nature occur all the time and compromise the performance of the 
solutions that support the business of the organizations. Decision-making is a key factor in the alignment of 
technology areas with the strategic objectives of the organizations. Deciding which failure to act on and in 
which order, requires a series of analyses, from the business impact to the available resources. These decisions 
are human and can be optimized by using techniques and tools that support the decision [10]. According to [1], 
the decision support provides a greater understanding for the environmental decision-making, to ensure that the 
solution being proposed can be considered appropriate within the analyzed context. Number [2] emphasizes 
that the MCDA (Multi-Criteria Decision Aid) is a way of thinking and approaching a complex decision 
problem. [12] 
According to figure 4, the decision support process comprises three phases: (i) structuring; (ii) evaluation 
and (iii) recommendation [3]. The design phase is the investigation phase, where the problem being treated and 
its goals are studied and a qualitative analysis of the options and their impacts is made. In the evaluation phase, 
a model for the decision to be made is drawn up and the degree of importance of the criteria is defined 
according to the information gathered in the structuring phase. On the recommendation phase, the model 
proposed in the evaluation phase is applied by using the weighting of the criteria suggested to support the 
decision, and sensitivity and robustness analyses are made to determine whether changes in the model valuation 
parameters affect the final result. It is a fundamental step that helps to generate knowledge about the problem 
and thus increase the confidence of the decision maker on the results. 
 
Figure 4: Process steps to support decision  
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The Macbeth method has been applied in various sectors in prioritization problems, selection, resource 
allocation, performance appraisal and conflict management, in both public and private contexts [9]. In the 
context of decision making in the problem management process, the proposal to optimize the subjectivity of the 
decision fits perfectly, by turning the qualitative judgment into an array of judgments and cardinal value scales 
for the criteria. When using the M-Macbeth parameterization to decide which problem should be treated as 
priority, cardinal values and graphs are generated to support the decision-makers. Making several simulations 
in the tool itself and even improving the parameterization so that it will take into account a new point 
considered in the analysis can also do the validation of the proposal. 
4. A proposal for problem management supported by the multi-criteria approach 
The Multi-criteria Methodology supports the decision-making in the problem management process in what 
concerns the problem prioritization activity, by allowing that impact and urgency settings are obtained, thus 
setting the best performance order of the existing problems, considering the scope of the error, business impact, 
resources available and risks which are difficult to be identified by the organization [4, 8]  
The impact qualitative criteria were considered and used by experts in the process of problems for decision 
making and these experts were requested to compare these criteria and options to obtain a quantitative result, 
giving priority to problems of the performance order. For better use of the proposed multi-criteria model it is 
necessary that the organization has certain maturity in incident and problem management processes, for it is 
hard to make decisions on which failures to act without there being a minimum of registration and 
classification of them. Equally important are the quality of the information to be considered, the involvement of  
people who understand the decision in question, the quality of the structuring and the comparison values 
between the criteria. The results obtained by the multi-criteria analysis depend on the set of actions considered, 
the quality of data, the choice and structuring of the criteria, the weighting values assigned to the criteria, the 
aggregation method used and the participation of different decision makers [7]. 
Thus, in order to improve the decision-making in the problem management process so as to make it more 
impartial, less subjective, prioritizing performance failures that generate more impact on achieving the 
organization's business, we have developed a decision supporting model, using multiple criteria, on the basis of 
the Macbeth methodology [1], considering the criteria used by the organization and the knowledge of the 
experts involved in the decision, getting to a list of problems to be investigated for the final resolution of the 
failure.  
The construction of the model was based on the phases of the decision supporting process suggested by [3]. 
They are (i) structuring; (ii) evaluation and (iii) recommendation. Decision making is a critical factor when 
working on IT infrastructure failures that are undermining the performance of the solutions or even making 
them unavailable for users.  
Several problems happening at the same time are common in technology environments [11, 12, 13]; they are 
of all kinds, from a simple complaint of a user who cannot access the e-mail, to a problem in the mainframe, 
which makes most of the IT solutions that support the business unavailable. For the structuring of the problem, 
initial interviews with experts in the problem process were conducted, in order to at first identify the criteria 
used in defining which problem is more relevant than others. Several criteria have been identified, such as the 
scope of users / clients; the criticality of the service; whether or not there is an immediate workaround; 
frequency of incidents; time to resolution; the number of complaints registered in the helpdesk, and interference 
of the senior management of the organization. According to figures 5 and 6, in order to ensure the most used 
and relevant criteria to the best outcome for the organization, group meetings with third-level experts and 
managers of the process in question were carried out and a list of criteria was generated with a priority order. 
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Figure 5: Criteria tree raised with experts  
 
In the evaluation phase, once again key experts and decision makers in the problem management process 
were brought together to discuss the degree of importance or attractiveness of the criteria, as proposed in the 
multi-criteria methodology. It is emphasized that in order to optimize the work we used the same levels 
proposed by MACBETH: zero (0), very weak (1), poor (2), moderate (3), strong (4), very strong (5), and 
extremely strong (6). Thus, the degrees of attractiveness for all criteria were condensed and fed in the 
MACBETH multi-criteria tool, which generated scoring scales that reflect the impact of the criterion on the 
organization's business and consequently on the business strategy.  
 
 
Figure 6: criteria tree 
 
As shown in [3], comparisons between options are always carried out two by two, qualitatively evaluating 
the difference in attractiveness between them by choosing one of the M-Macbeth categories or more 
consecutive classes in case of doubt or disagreement. For a judgment matrix to be consistent, it should be 
possible to deduce scores from them, so that: 1) Equally attractive options obtain the same score; 2) a more 
attractive option than another gets a higher score; and 3) if the difference of attraction between two options 
(“strong", for example) is greater than the difference of attraction between the other two options (“moderate", 
for instance), the options should obtain scores so that the difference between the first two scores is greater than 
the difference between the scores of the other two ( "ordinal consistency condition"). 
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Figure 7: Matrix Judgements 
 
Finally, in the recommendation phase, the catalog of criteria established for decision making in the problem 
management process should be applied. 
 
 
Figure 8: Weighting of the criteria 
 
The model proposes that a weighted and standardized criteria table defined by the organization be built into 
the M-Macbeth multi-criteria tool, as shown in figure 6 and that the list of problems already registered and 
classified also be fed into the tool, so that it manages the list of prioritized issues, in order to assist the decision 
making of the Problem Management Committee in defining which failures must be worked on, according to the 
impact on the needs of the organization's business. The table of weighted and standardized criteria was 
generated in the assessment phase, as suggested by the methodology, and in this last phase of recommendation, 
problems were included in the tool, specifying their ratings for each of the criteria. It is noteworthy that the list 
of ranked issues is constantly being fed and that new priority lists should be generated whenever the need for 
decision-making comes up. It is also important to point out that this proposal aims to support the decision-
making process and not the imposition of the order of the problems to be worked out, as there are several other 
factors that can be considered at the time of the decision, such as the timely interference of the high-level staff 
of the organization for a particular problem to be worked on or even an intervening fact that could not have 
been foreseen. The goal is to add a lot of subjective and relevant information to the decision-making, which no 
longer need to be discussed at the time of the decision, since they were already considered in the prioritized list 
of problems that the tool generated. 
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5. A Case Study 
This case study shows the application of the multi-criteria approach, with the support of the M-MACBETH 
tool, in the problem management process of the decision stage, on which issues should be prioritized in order to 
optimize the adverse impacts to the business of a midrange organization. The object of this study is an 
organization headquartered in the city of Fortaleza, Brazil, and has over 60 years of experience in the financial 
market. Like any other company in the financial sector, it is directly dependent on technology to do business. 
IT solutions are used in all operations and any interference in the performance of these solutions entails 
financial losses. This organization has a technology park with over 1500 servers, 13,000 desktops, 450 data 
links, two mainframes and two storages. Its IT infrastructure area has about 300 employees and is responsible 
for managing over 70 contracts for technology infrastructure-related services that support the business. The 
conflict about which issues to work on in the organization is constant. There are several failures occurring all 
the time and a reality of limited resources, as well as difficulty in measuring the damage done to the business 
by each problem, and the risks generated are constant. Within this reality, we propose a model to support the 
decision-making in the problem management process, based on the best practices suggested by the ITIL and 
using strong key points of the multi-criteria approach to make the decision more impartial and efficient and less 
subjective, by using a weighted and standardized criteria table of the organization itself. We have selected four 
(4) real problems of the organization, which had already been classified, according to the information below, 
and registered in the M-Macbeth tool. 
Table 1: Description and Classification of Problems 
Problem description 
Comprehensi
veness of 
users or 
customers 
Criticality of the 
service or 
application 
Category 
Workaro
und 
Existence 
Frequency 
of failures 
related to 
the problem 
Time to 
resolution 
Number of 
complaints 
registered in 
HelpDesk 
Problem 
Source 
Problem1: Data connections 
with bandwidth utilization 
more than 90% 
Unit / Area / 
Part of the 
customers 
Critical to business 
(External 
Customers) 
Connectiv
ity 
No 
Three (or 
more) times 
a week 
Up to 1 
week 
<= 10 
Event 
Management 
Problem2: High error rate in 
the data connection from one 
unit 
Unit / Area / 
Part of the 
customers 
Critical to business 
(External 
Customers) 
Connectiv
ity 
No 
Three (or 
more) times 
per month 
Up to 1 
week 
<= 10 
Event 
Management 
Problem3: Hacker attack on 
Firewall 
All customers 
or users 
Critical to business 
(External 
Customers) 
Safety No 
Three (or 
more) times 
a week 
Up to 24 
hours 
>=100 
Service 
Desk 
Problem4: Failed backups of 
Linux servers 
Group of users 
or customers 
Noncritical 
Backup 
and 
Restoure 
Yes 
Three (or 
more) times 
a week 
Up to 24 
hours 
<= 10 
Proactive 
Problem 
Management 
Problem5: Intermittent 
failures that impact on 
Exchange 
All customers 
or users 
Critical to business 
(External 
Customers) 
Email 
Do not 
know 
Three (or 
more) times 
a week 
Until 1 hour >10 and < 50 
Service 
Desk 
The tool has generated a multi-criteria judgment, with a contribution of each criterion to each problem, as 
shown in figure 7. The lines contain the problems and the columns the weight for each criterion. The "Global" 
column brings the overall weight of the problems considering all the criteria, and it is this information that 
dictates the priority order. Thus, the suggestion to prioritization is to follow the order of the operations in the 
problems: 1st. Problem 3; 2nd. Problem 5; 3rd. Problem 1; 4th. Problem 2; and 5th. Problem 4. 
 
Figure 9: Table of scores 
Considering the result obtained, the Problem Management Committee had its decision facilitated, as well as 
the subjectivity factor minimized. The decision was much more objective, impartial and assertive and was 
based on the standardized organizational criteria, according to the reality of the organization itself. 
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6. Conclusion and Future Works 
The Problem Management Process is a vital part of the optimization of the performance and availability of 
IT solutions for the business of an organization. This process when well-structured and implemented following 
the best practices suggested by the ITIL and supported by multi-criteria methodologies in the decision stage can 
generate highly productive and profitable results for the organization. Acting on major issues causing 
significant impacts on generating business is fundamental to the reality of the competitive market organizations 
face today. In order for the organizations to use the proposed model they need to have knowledge of the 
available services, the technologies that support them and the impacts generated by failures in these 
components. It is necessary to involve the right professionals, with the right knowledge when identifying the 
relevant criteria for the decision-making and mainly involve professionals who are able to define, with 
assertiveness, the degree of attractiveness of the criteria. 
The application of this model in the organization increased the degree of efficiency of decision-making in 
the Problem Management Process and consequently generated positive results for the organization. Optimizing 
the amount of time to decision making and prioritizing the problems that generate the greatest impact to the 
business minimize the financial losses. The model suggests the prioritization of issues in an objective and 
impartial manner, reducing subjectivity and risks.As future work, we suggest the improvement of the model in 
the recommendation phase, where the prioritization results are generated, adding simulations and even the use 
of analyzes already included in the M-MACBETH, such as the sensitivity and robustness analyses. 
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